INFORMATION SECURITY

Compliance Inspection Checklist

1.  Is a security manager is appointed on orders (AR 380-5, paragraph 7-300)

2.  Does unit security manager maintain the current edition of applicable regulations? (AR 380-5, DoD 5200.1H, DA PAM 380-1, AR 380-53)

3.  Has a document custodian been appointed for each separate area storing classified information? (AR 380-5, para 5-200a)

4.  Does the unit have an information security Standing Operating Procedure (SOP).  (AR 380-5, paragraph 13-304)

5.  Are authorized persons aware of procedures for reporting security violations/ compromises?

6.  When loss or possible compromise of classified information occurs are appropriate investigating actions and notifications made, action taken to identify the source, and reason for the compromise and remedial action taken to ensure further compromise does not occur? (AR 380-5 para 6-100)

7.  When a loss or compromise has occurred, in the document originator notified to conduct a review and re-evaluation of the information, subject to the loss or compromise? (AR 380-5, para 6-100)

CLASSIFIED STORAGE

8.  Is the building/room that stores classified material meets minimum construction standards?  (AR 380-5, Chapter V and appendix H).

9.  Are field safes or one drawer security containers fixed to solid permanent fixtures or guarded when used to store classified information? (AR 380-5 para 5-102)

10.  Is classified material stored in GSA approved containers? (AR 380-5, Chapter 5)

a.  Does each container have an SF 700 (Security Container Information) posted on its interior combination drawer?  (AR 380-5, paragraph 5-104)
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b.  Is the combination to the container changed at least annually, or upon departure of the individual having access to the container?  (Reference as above)

c.  Is part 2 of the SF 700 is marked with the highest classification maintained in the safe?  (Reference as above)

d.  Is part 2 (combination envelope) of the SF 700 is stored in a central location?  (Reference as above)

e.  Does each classified container possesses an SF 702 (Security Container Check Sheet)?  (AR 380-5, paragraph 5-202)

f.  Is the SF 702 properly annotated daily?  (Reference as above)

g.  Is the SF 701 (Activity Security Checklist) posted near office/building doors and properly annotated?  (AR 380-5, paragraph 5-202)


h.  Are security container combinations set to standard storage combinations when not in use? (AR 380-5, para 5-104)

11.  Are emergency plans posted conspicuously in an open storage area, or filed as the first document in the locking drawer of a security container?  

12.  Are personnel listed on SF 700 knowledgeable of the emergency evacuation/destruction requirements for the container? (AR 380-5, para 5-203)

13.  Have procedures been implemented for hand-carrying documents from one activity to another?  (Reference as above).

REPRODUCTION/MARKING

14.  Do personnel designated to approve the reproduction of classified material review the need for reproduction before the material is reproduced, and are records maintained for approval of reproduction? (AR 380-5, para 7-305b)

15.  Is specific reproduction equipment designated for the reproduction of classified material, and are rules for reproduction of classified material posted on or near the equipment? (AR 380-5, para 7-305c)


GO         NG         NA

_____    _____    _____

_____    _____    _____

_____    _____    _____

_____    _____    _____

_____    _____    _____

_____    _____    _____

_____    _____    _____

_____    _____    _____

_____    _____    _____

_____    _____    _____

_____    _____    _____

_____    _____    _____




16.  Are notices prohibiting the reproduction of classified material posted on equipment used only for the reproduction of unclassified documents? (AR 380-5, para 7-305d).

17.  Have officials authorized to approve reproduction of classified information been appointed in writing? (AR 380-5, para 7-305b)

18.  Is a receipt suspense file and classified document receipt accountability file maintained? 

19.  Are cover sheets applied to documents when removed from storage and from the document prior to being returned to storage? (AR 380-5, para 4-205)

20.  Are electronic media (disks, drives, computers, etc.) properly marked with the highest classification level?

21.  Are maps, charts, and drawings marked so the classification can be seen from each bend or fold? (AR 380-5, para 4-301)

22.  Are transparencies and slides marked on both in image and the frame? (AR 380-5, para 4-302b)

23.  Have procedures have been implemented for mailing classified material.  (AR 380-5, paragraph 8-202)

DOWNGRADING/DESTRUCTION
24.  When classified documents have been downgraded or declassified, has the material been properly marked? (AR 380-5, para 3-500 and 3-501)

25.  Are downgrading/declassification instructions followed and have additional warning notices been applied when appropriate? ( AR 380-5 para 1-600a through c)

26.  Is classified waste, such as hand written notes, carbon paper, typewriter and printer ribbons and working papers properly marked and properly destroyed when no longer needed? (AR 380-5 para 9-104)

27.  Does the activity use approved methods of destruction?  (AR 380-5, appendix K)

a.  If a shredder is used, does it comply with the width standard?  (Reference as above)
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b.  If documents are burned, does the burn facility comply with standards?  (Reference as above)

SECURITY PROGRAMS

28. Have security education programs have been established to meet the objectives of AR 380-5, Chapter 10?

29.  Is a briefing on responsibilities given to all personnel authorized, or expected to be authorized access to classified information?  (Reference as above)

a.  Is periodic refresher training provided?  (Reference as above)

b.  Are training attendance records maintained?  (Reference as above)

35.  Does the activity maintain security posters to enhance security awareness?  (Reference as above)

36.  Has inspection found no work habits or other conditions detrimental to good security awareness?  (Reference as above)

OPEN STORAGE

37.  Do facilities used for open storage meet structural standards? (AR 380-5, para 5-102 and appendix H)

38.  Is a copy of approval for open storage on file in the area and a copy kept by the security manager for all areas being used for open storage of classified information? 

39.   In open storage areas, are items too large to be placed in a security container covered when not in use? (AR 380-5, para 5-102)

40.  Has an open storage approval been renewed each time there is a structural change that degrades the security integrity of the room? (AR 380-5 para 102)

41.  In open storage areas, are security containers being used to maximum extent possible? 
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